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Critical Infrastructure:
* Space was designated by CPNI as Critical National Infrastructure (CNI) in February 2015.
* This imposes additional requirements for resilience on the sector.
Threats:
* Counterspace operations
* Proliferation
e CoTS, loT / loST
* Hacking
Response:
* Regulation
* Countermeasures
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In the UK, there are 13 national infrastructure sectors:
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Strategic Trends

o e

50

‘_’E{ILLIDN

!

:
o
T

|
BILLIE
Embedded and- -
Intelligent Systems

BILLION TRIL

Connected People Revenue Opportunit

2

Source: Mario Morales, IDC

4
K-

GBs of Data

Vor-TechX



Threats:

Counterspace operations

» Offensive counterspace operations involve the use of lethal or non-lethal means to
neutralize an adversary's space systems or the information they provide.

* Deception--manipulate, distort or falsify information
* Disruption--temporary impairment of utility

* Denial--temporary elimination of utility

* Degradation--permanent impairment of utility

e Destruction--permanent elimination of utility



Threats:

Proliferation

* With the proliferation of satellite warning data, denial and deception has become a highly
effective means of attack.

* Proliferation in the use of micro/nanosatellites continues to expand the attack surface
* Theincreasing number of manufacturers involved in building the various components
increase system vulnerabilities as hackers have multiple opportunities to infiltrate the

system.

* The proliferation of ballistic missile and space technology has made it easier to develop
direct ascent antisatellite weapons



Threats:

CotS, loT/loST

* As more CubeSat constellations are deployed, we get closer to an Internet of Space Things

* Anincreasing number of satellites, particularly CubeSats, use Commercial off-the-shelf
technology to keep costs low, speed up development simplify production.

* This makes it tempting for companies to ignore cybersecurity.
* Many of the CotS components have ‘known’ vulnerabilities.
 Many of the CotS components draw on open-source technology.

* Open-source technology is frequently vulnerable to ‘back-door’ hacks.



Threats:

loT / 1oST

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
TINE I SNELL
- SMOKE, I MIGHT
HUNGRY? ONTIL YoU JUST LET YOU
PAY UP AND SEND MONEY SLEEP.
IlL UNLOCK THE NEXT TIME
MY DOOR/ YOU LEAVE, ITL MY ALARM
COST YOU 100 SYSTEM IS
BUCKS TO GET GOING TO GO
BACK INTO THE OFF RANDOMLY
HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
975 NOW! UNLESS YOU
*DONATE*.
L)

L/
YOUR DIRTY EXCUSE US

DISHES CAN
¢ WHILE WE
WAIT, I'M PARTICIPATE ‘-
BUSY MINING INADDOS (I

BITCOINS.

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

A TRANSFER.

SEND ME 425 OR

IF YOU DONT I1L TELL EVERYONE

SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH

TRASH. TO BUY AN INTERNET-

CONNECTED BROOM/



Threats:

Hacking

Satellites, like so much critical infrastructure, have many vectors of vulnerability. The most
obvious is the simple ‘Man-in-the-middle’ attack.

Hacking even sophisticated satellites can potentially be achieved by simply sending a cyber
attack using relatively cheap antennas whilst the satellite is overhead.

Ground stations are as vulnerable as any other business to cyber attacks; Phishing, MitM,
Ransom ware, DDoS etc...

There is a long history of cyber attacks against space assets so non of this is exactly new.

Fast forward to the Space Security Challenge August 2020: Hack-A-Sat
Governments are now taking the threat of cyber warfare more seriously, but...



Response:

Regulation

Complex and extended supply chains with multiple parties at each stage inevitably
means identifying who bears responsibility and liability for cyber breaches is near

impossible.

We need legislation that requires satellites manufacturers to develop a common
cybersecurity architecture including:
» Enforcing new foreign Cyber laws

« Voicing an interest in small satellite manufacturers
* Exploring controls to prevent known attack vectors




Response:

Advanced Threat Intelligence

We are seeing the growth of Heuristic analysis, Al and machine learning to help over burdened IT
departments.

This brings an understanding of entity behaviours while also automatically adjusting to known and
approved changes within an environment.

There is a slow increase in the use of encrypted data streams, but the legacy issues remain.

All this is starting to provide relevant recommendations and a significant reduction in false positive
fatigue.




Going forward

* What are the takeaways?
» All these are an issue right now.
> They are the tip of the iceberg.
«  We live and work in a rapidly evolving world of threat and counter measures. The enemy
doesn’t stand still and neither must we.
* The space sector needs to consider new thinking and innovative approaches to security to
keep pace and prosper in the digital world.

» We need a joined up security stance is a comprehensive but also designed with the future
in mind.



— Different by Design

Thank you for your time.

= Chis Jones

= chris.jones@vor-techx.co.uk

= 07940876955
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